Power packet has been realized as a unit of electric power transferred by a pulse power tagged with its voltage waveform. This paper demonstrates covert power packet transfer, a method of hiding information of power packets between the sender and the receiver with keeping power of each variety of packets controllable. Instead of identifying each packet, the proposed system conveys the density of the packets of each variety by modulating the frequency of the information tags. The designated density is realized at the desynchronized receiver by asynchronously sampling the modulated tags. The proposed method enhances the safety of a particular user by ensuring the normally-off power distribution, in which power is supplied to users only when necessary.
packetization, in contrast, power is digitized and quantized, so that power flow can be controlled by routing each packet according to its information tag [6] . With power packetization, we can realize on-demand energy networks [8] , in which power distribution is normally-off, i.e. power is supplied to users only when necessary. Now, we consider the safety of physical system components and the security of information tags in power packetization. To keep the components safe, it is necessary to prevent the excess of energy as well as the lack of energy. The normally-off feature is key to prevent the excess of energy. On the other hand, in order to keep power packet dispatching normally-off, we should ensure the security of information tags, especially the consistency between tag's information and tagged energy. If tags' information is accidentally or maliciously changed in the network, the device at the destination is unintentionally connected to a power supply. Thus, it is important to protect the tags' information in networks.
Until now, the security and the safety of power packetization has been discussed [9] . In [9] , referring to communication systems, information tags are modulated with the differential chaos shift keying (DCSK) scheme in order to enhance the security of information tags. In addition, they also proposed to modulate a whole packet, namely both the information tag and the power pulse, using the DCSK scheme. It was numerically confirmed that the spectrum of the transferred power is spread with the whole packet modulation. Because it is difficult to harvest energy from broadband vibrations [10] , the proposed method may prevent electric power being stolen, and hence shows a possibility to enhance the safety of users by ensuring the minimum necessary amount of power.
As a problem of the security and the safety of power packetization, this paper discusses a design possibility for covert power packet transfer 1 , a method of hiding information of packets between the sending router and the receiving router with conveying the density of packets of each variety. In the proposed system, the sender transmits every packet with the same information tag which can be different from the original one. As a result, the packets cannot be identified between the sender and the receiver. Instead of identifying each packet, the sender conveys the density of the packets of each variety by modulating the frequency of the tags, i.e. a reciprocal of the symbol duration of the tags. Then, in order to realize the original densities, the receiver exchanges the received packets for the original ones at the rate designated by the frequency of the tags. In our proposal, the packet exchange is realized by desynchronization 2 . When a received packet is asynchronously sampled, some symbols in its tag can be duplicated or deleted, that is synchronization errors occur [14, 15] , and hence the packet is exchanged for a different one at the receiver. Through the analysis of asynchronous sampling, we demonstrate that the receiving router can exchange packets at the designated rate.
Here, the proposed method enhances the safety of a particular user by ensuring the normally-off power distribution, or by preventing packets being unintentionally supplied to the particular user. This is because, when the sender selects, as the packets to transmit, a variety of packets for which the other varieties of packets cannot be exchanged by asynchronous sampling, the density of packets of the selected variety never increases from the original one at the destination: Even if the variety of some packets are accidentally or maliciously changed in the network, the density always decreases. In a simple example system, we confirm that the density of packets of the selected variety never increases in transfer.
Power packet dispatching system
In this section, we first explain the power packet dispatching systems developed in [3] [4] [5] . Then, a simple example system is presented.
Power packet and receiving router
A power packet is composed of a power pulse tagged with its voltage waveform. The information tag precedes the power pulse and identifies a variety of the packet due to different sources, destinations, voltages, and so on. Each router detects the tag's information in order to process the power packet. The voltage tag is sampled with the router's internal clock and the tag is received as a symbol sequence 3 . Here, the packet itself can contain the preamble for recognizing the tag's information, fixing the clock of the receiving router with phase-locked loop [5] . According to the received information, the router stores the energy of the packet to its internal storages and forwards the packet with attaching the tag again.
If the received tag is asynchronously sampled, some symbols in the tag can be duplicated or deleted, that is, synchronization errors occur. Then, the packet is processed as if the packet had a different tag and forwarded with the tag different from the original one [13] . In other words, the packet is exchanged for a different one at the receiving router. Then, the handshake between the routers is not established.
Simple example system
Here, we provide a simple example of a power packet dispatching system referring to experimental settings in [3] [4] [5] . The system has two distinct tags, and hence has two varieties of packets called packet α and packet β. These packets are generated from DC power supplies as shown in Fig. 1 . Each tag represents a binary sequence with two bits whose head is "1", which represents a start signal. The second bit identifies the packet; "0" and "1" denote packet α and packet β respectively. The power pulse has a rectangular voltage waveform, which is detected as "1" at the receiving router, and takes much longer time than the tag. In order to reset the router, a zero-voltage interval is inserted between successive packets. Figure 2 shows a state machine for router's operation. The state machine is driven by the received binary sequence. A and B are commands to process a packet as α and β respectively. R is a command to open the circuit of the input port. Thus, power is brought at the state S 4 . In the following, we set the zero-voltage interval between successive packets to be sufficiently long, so that the state machine is reset to S 0 before each tag. In this system, a packet α can be exchanged for a packet β by asynchronous sampling. For example, if the first bit of a packet α, i.e. "1", is sampled twice and the second bit "0" is sampled once, the packet α is exchanged for a packet β. This means that a packet β can be transferred as a packet α by recovering the variety at the desynchronized receiver. On the other hand, a packet β cannot be exchanged for a packet α by asynchronous sampling in this example system.
Analysis of asynchronous sampling at receiver
To exchange packets at the rate designated by the frequency of tags, the receiver is desynchronized. Here, we analyze the asynchronous sampling at the desynchronized receiver. Below, for a real number x ∈ R, x denotes the largest integer not greater than x, x denotes the smallest integer not less than x, and x denotes the fractional part of x, i.e. x − x .
System model
First, we describe the system model. The receiver samples the voltage of the received packets with fixed sampling period T c ∈ R >0 at t ∈ T c Z := {T c j | j ∈ Z}. Symbols in each tag are set to have the same duration T b ∈ R >0 , which is a reciprocal of the frequency of information tags. The tag i is received from τ i ∈ R >0 , where i ∈ Z is indexed to all tags, and hence to all packets, in time order. The tag i represents a symbol sequence with the length 4 
Focusing on the periodic sampling T c Z, we define the phase of the packet i as
For a timing τ ∈ R, T c τ c is equal to the time difference between the timing τ and the first sampling point after τ ; more precisely, we have
Considering a sequence of packets, we find that the phase of packets is described as
where T i is the inter-reception time between the i-th packet and the (i+1)-th packet, i.e. T i := τ i+1 −τ i . Equation (2) shows that the phase of packets obeys the rotation dynamics [16] . We show below that a packet is exchanged according to its phase.
Detection of tag
We consider asynchronous sampling of the tag i. The received symbol sequence from the tag i is determined by the number of times the k-th symbol is sampled (k ∈ {0, · · · , K i − 1}), which is derived as follows (see Appendix A):
In the case of T b /T c = 0, every symbol is sampled T b /T c times, so that the received symbol sequence is determined by the fixed value T b /T c . In the case of T b /T c = 0, each symbol is sampled T b /T c times or T b /T c + 1 times depending on the phase of the packet i, i.e. τ i c , so that the received symbol sequence is determined by the set of symbols sampled T b /T c times or equivalently by the set of symbols sampled T b /T c + 1 times. As derived in Appendix B, the former set is represented as
where
and the later set is represented as
where κ l (φ) :
Obviously, we have ι −1 (φ) < 0 ≤ ι 0 (φ) and ι l+1 (φ) ≥ ι l (φ) + 1, and κ −1 (φ) < 0 ≤ κ 0 (φ) and κ l+1 (φ) ≥ κ l (φ) + 1. Both ι l and κ l designate a received symbol sequence as a function of the phase of the packet. Therefore, every possible packet exchange corresponds to a subset of the space of phase variable φ ∈ [0, 1). Because we have
and
the boundary points of such subset are always expressed as linear functions of T b /T c .
Packet exchange in simple example system
In the example system in Sect. 2.2, we demonstrate that a packet is exchanged according to its phase.
Here, we consider the following cases of the sampling period T c and the symbol duration 1) , and hence at most one symbol is deleted in each tag; (C2) 1 < T b /T c ≤ 3/2, in which case κ 1 (φ) ≥ 2 holds for all φ ∈ [0, 1), and hence at most one symbol is sampled twice in each tag; (C3) T b = T c , in which case every symbol is sampled once.
In the following, the packet i is received as packet α. Then, in the case of (C1), the head of the received symbol sequence after τ i becomes (i) "0111" when ι 0 ( τ i c ) = 0 holds, (ii) "1111" when ι 0 ( τ i c ) = 1 holds, and (iii) "1011" when ι 0 ( τ i c ) ≥ 2 holds. According to the state machine in Fig. 2 , the packet i becomes α in the case of (iii) and β in the case of (i) and (ii). Therefore, noting that ι −1
Equation (10) shows that the packet i changes from α to β when τ i c ∈ [2 T b /T c − 1, 1) holds. Note that, if the phase is uniformly distributed, a packet α is exchanged for a packet β with the probability of 2
Similarly, in the case of (C2), the head of a received symbol sequence after τ i becomes (i) "1101" when κ 0 ( τ i c ) = 0 holds, (ii) "1001" when κ 0 ( τ i c ) = 1 holds, and (iii) "1011" when κ 0 ( τ i c ) ≥ 2 holds. According to the state machine in Fig. 2 , the packet i becomes α in the case of (ii) and (iii) and β in the case of (i). Therefore, noting that κ −1 0 ({1, 2, · · · }) = [ T b /T c , 1) and κ −1 0 ({0}) = [0, T b /T c ), we find that the packet i becomes
Equation (11) shows that the packet i changes from α to β when τ i c ∈ [0, T b /T c ) holds. Note that, if the phase is uniformly distributed, a packet α is exchanged for a packet β with the probability of
In the case of (C3), packets are not exchanged.
Design for covert power packet transfer
In this section, we demonstrate covert power packet transfer based on the analysis in Sect. 3. First, we design a system realizing covert power packet transfer. Then, we discuss our design in the example system explained in Sect. 2.2.
Design proposal
In our proposal, the network is synchronized and the routers have the same clock period Δ ∈ R >0 . The sender sets the symbol duration as T b = q b Δ, while the receiver sets the sampling period as T c = q c Δ, where q b and q c are positive integers. The sender and the receiver agree a priori on the sampling period T c = q c Δ of the desynchronized receiver. In addition, packets are periodically transferred to the receiver. Here, we set the inter-reception times as T i = q p Δ for all i, where q p is a positive integer relatively prime to q c . In this system, the sender can designate the rate of packet exchange with the symbol duration T b = q b Δ. Here, independently of the initial phase τ 0 c , the rate of packet exchange is realized as its probability given by a uniform distribution of the phase of packets. This follows from the following two facts: (F1) Because the boundaries in Eqs. (8) and (9) are linear functions of T b /T c = q b /q c , the symbol sequence detected from the tag i is determined by n ∈ {0, · · · , q c − 1} such that τ i c ∈ [n/q c , (n + 1)/q c ); (F2) Because the phase of packets obeys the rotation by the angle T i c = −q p /q c in Eq. (2) and q p is relatively prime to q c , the phase is q c -periodic.
Discussion with simple example system
Here, our design is discussed in the example system in Sect. 2.2. The sender transmits packet β as packet α, and hence all packets are transferred as packet α between the sender and the receiver. Because only a single variety of packets is transferred, packets cannot be identified in transfer. The receiver sets the sampling period T c = q c Δ as q c = 10. Packets are periodically transferred to the receiver with the period T i = 103Δ. Then, we have T i c = 7/10 in Eq. (2), and hence the phase τ i c is 10-periodic.
In this setting, the sender can designate the rate of packet exchange with q b ∈ {5, 6, · · · , 15} as shown in Table I . This is because the sender designates the rate of 2
According to Sect. 3.3, we get the sequence of the variety of packets recovered by the desynchronized receiver as shown in Table II . Obviously, a change of the initial phase results in a permutation of the sequence of the variety and does not affect the rate of packet exchange. Table II confirms that a packet α is exchanged for a packet β at the receiver at the rate designated by the sender as shown in Table I . This means that, although the variety of each packet cannot be identified, the sender can convey a density of packets of each variety with the symbol duration T b = q b Δ. When q c is set to be larger, the exchange rate can be designated more precisely, while the exchange rate, and hence the density of the packets of each variety, is realized in the longer period.
Finally, we confirm that power distribution with packet α is always normally-off. First, between the sender and the receiver, accidental change of the variety of packets always decreases the density of packet α because all packets are transferred as packet α. In addition, at the receiver, the density of packet α never increases because a packet β cannot be exchanged for a packet α as mentioned in Sect. 2.2. Thus, the density of packet α never increases from the original one in transfer. 2   Table II . The sequence of the variety of packets recovered by the desynchronized receiver at q c = 10, q p = 103, and τ 0 c ∈ [0, 1/10). The sequence is shown from the 0-th packet to the 9-th packet. Obviously, a change of the initial phase results in a permutation of the sequence of the variety and does not affect the rate of packet exchange. 
Conclusions
This paper demonstrated covert power packet transfer, a method to transfer power packets without identifying each packet but with keeping power of each variety of packets controllable. In our proposal, the sender transmits packets with the same information tag which can be different from the original ones, so that the packets cannot be identified between the sender and the receiver. Instead of identifying each packet, the sender conveys the density of the packets of each variety by modulating the frequency of the tags, i.e. a reciprocal of the symbol duration of the tags. Then, in order to realize the original densities, the receiver exchanges the received packets for the original ones at the rate designated by the frequency of the tags. Here, the receiver exchanges the received packets by asynchronously sampling the tags of them. Analyzing asynchronous sampling, we found that a packet is exchanged according to its phase, which is described by rotation dynamics. By distributing the phase with a proposed method, the designated rate can be realized independently of the initial phase. Finally, the proposed design was validated in a simple example system. In the example system, it was also confirmed that the proposed method can ensure the normally-off power distribution. These discussions give a new design possibility to enhance the safety of power packetization.
(B-2)
Because we have κ −1 (φ) < 0 ≤ κ 0 (φ) and κ l+1 (φ) ≥ κ l (φ) + 1, this set is equal to the set in Eq. (6). This completes the derivation of Eq. (6).
